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WiFi-based gesture recognition systems have attracted enormous interest owing to the non-intrusive of WiFi signals and
the wide adoption of WiFi for communication. Despite boosted performance via integrating advanced deep neural network
(DNN) classifiers, there lacks sufficient investigation on their security vulnerabilities, which are rooted in the open nature
of the wireless medium and the inherent defects (e.g., adversarial attacks) of classifiers. To fill this gap, we aim to study
adversarial attacks to DNN-powered WiFi-based gesture recognition to encourage proper countermeasures. We design WiAdv
to construct physically realizable adversarial examples to fool these systems. WiAdv features a signal synthesis scheme to
craft adversarial signals with desired motion features based on the fundamental principle of WiFi-based gesture recognition,
and a black-box attack scheme to handle the inconsistency between the perturbation space and the input space of the classifier
caused by the in-between non-differentiable processing modules. We realize and evaluate our attack strategies against a
representative state-of-the-art system, Widar3.0 in realistic settings. The experimental results show that the adversarial
wireless signals generated by WiAdv achieve over 70% attack success rate on average, and remain robust and effective across
different physical settings. Our attack case study and analysis reveal the vulnerability of WiFi-based gesture recognition
systems, and we hope WiAdv could help promote the improvement of the relevant systems.
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1 INTRODUCTION

In the ubiquitous intelligence era, WiFi, one of the most widely deployed communication techniques, has been
recently repurposed as a powerful sensing medium. The non-intrusive nature of wireless signal and extensive
adoption of WiFi chips in IoT devices make it appealing to enable WiFi-based gesture recognition for convenient
interaction [1, 26, 37, 39, 40, 44], superior to introducing extra modalities including millimeter wave radar [21],
camera [13, 19, 38] and sonar [18, 23, 41]. The recent studies of WiFi-based gesture recognition [17, 42, 44] have
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(a) The user controls the light with a gefs) The adversary falsi es the commar(d) The adversary spoofs the controller by
ture in smart home by relaying the signals relaying the signals

Fig. 1. Motivation scenarios of WiAdv: (a) depicts a normal use case of gesture recognition system. (b) illustrates the
adversarial a ack to the on-going gesture. (c) illustrates the adversarial a ack without the on-going gesture.

established e ective processing pipelines, and further integrated advanced deep neural networks (DNNs) to boost
system performance.

However, the security vulnerabilities of these sensing systems lack systematical investigation. The most natural
concern is whether it is possible to craft malicious wireless signals to fool WiFi sensing. This concern is rooted in
the open nature of WiFi medium and the inherent defects (e.g., adversarial attacks) of classi cation techniques
like DNNs. Most WiFi-based gesture recognition systems adopt a typical 3-stage pipeline: 1) collecting signals in
the form of channel state information (CSl); 2) preprocessing raw signals to suppress interference and enhance
motion-relevant features; 3) mapping extracted features to various gestures using classi ers like DNNs. The
re ection signals are collected over-the-air, thus easily disturbed by malicious injection. To make matters worse,
recent studies have shown the vulnerability of DNNs to adversarial attacks in the image dor@airs[35,
where carefully crafted images cause various DNN-based image classi ers to predict wrongly. Such potential
vulnerabilities may be exploited to cause serious accidents. Take a smart home scenario for example as shown
in Fig. 1. If the adversary fools the control system to accept injected malicious signals of “open-the-door' or
“turn-on-the-gas' gestures, even if there is no user performing gesture, the users' personal and property safety
will be severely threatened. Physical layer threats are not exclusive for wireless sensing. Actually, similar attacks
have been investigated in wireless communicati@&#[and wireless localization]2 2. However, these existing
works cannot forge "gesture" wireless signals. Thus, our major motivation is to Il the research gap to arouse
awareness of the physical security issues in wireless sensing.

Although adversarial attacks against WiFi-based gesture recognition look viable in theory, we nd it non-
trivial to realize them in practice. First, the physical feasibility of WiFi signal perturbation is not as clear and
straightforward as its image counterpart. It is intuitive to modify pixels to alter the content of an image, but it
remains an unexplored problem to modify WiFi signals to craft motion-relevant features. Second, unlike image
adversarial attacks, the perturbation space of WiFi adversarial attacks is inconsistent with the input space of
DNN-powered classi er owing to multiple widely-used prepossessing modules on wireless signals. This reality
makes it signi cantly harder to craft adversarial signals that remain e ective after penetrating these modules.
In addition, most processing modules are non-di erentiable, preventing direct use of seminal gradient-based
attacks in the image domairg] 15. Third, to achieve physically realizable attacks, it is indispensable to consider
the dynamics of the ambient wireless environment and also the capability constraints of the victim and attacker
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devices. The crafted adversarial signals should be emitted by attack devices as desired; resist distortion by
the complicated wireless environment to remain e ective; be accepted by the victim devices as expected to
strategically in uence the system outputs.

Despite many challenges, this work nally validates the feasibility of physical adversarial attacks against WiFi-
based gesture recognition systems. We design WiAdv to e ectively construct physically realizable adversarial
examples, which causes the victim system to misclassify the ongoing gesture. This work helps shed light on the
underlying vulnerabilities of WiFi-based gesture recognition to encourage proper countermeasures.

Highlights of our original contributions in this paper are as follows. First, WiAdv features a signal synthesis
scheme to craft adversarial WiFi signals with desired motion features. Our key insight is that the foundation of
WiFi-based gesture recognition is to extract the dynamic multipath carrying the e ect of users' gestures. Thus,
we notice that state-of-the-art full-duplex devices can tactfully forward WiFi signals to mimic dynamic multipath.

It would be indistinguishable between the arti cial multipath and the natural ones from the perspective of WiFi
receivers. Moreover, we characterize the relationship between the phases of signals and motion-relevant features
based on analyzing the principle of WiFi sensing. Therefore, we bridge the physical perturbation space and our
attack target of crafting adversarial "gestures” signals.

Second, Widav handles the di culties caused by non-di erentiable processing modules in the sensing pipeline.
An intuitive solution would be to leverage di erentiable operations to approximate non-di erentiable modulgs [
so that gradient-based attacks can be applied. However, we argue that this attack approach requires a white-box
setting,i.e, knowing the design details of sensing systems. Furthermore, it may work for attacking a speci c
system, but may not generalize well to others with various processing modules. This observation motivates us to
design a black-box adversarial generation scheme to t more practical attack scenarios. We design two di erent
approaches, Constant Attack and Greedy Attack , to satisfy di erent attack constraints and expectations.

Third, we improve the practicality and robustness of our attack strategies by taking the ambient interference
signals and processing jitters into consideration. Therefore, our attack strategies are immune to the dynamic
impacts from the ambient wireless environment and have a higher probability of successfully fooling the sensing
system. We conduct extensive experiments to evaluate our attack strategies against a representative state-of-
the-art WiFi-based gesture recognition system, Widar3lg jn realistic physical settings. Widar3.0 supports 6
gestures classi cation. For each type of gesture, we try to fool the system to misrecognize it as the other 5 gestures,
i.e.,30 source-target gesture pairs in total. Constant Attack successfully attacks 63.3% cases, while Greedy Attack
handles 93.3% cases. We invite 15 volunteers to collect 543,500 CSI samples of 5,382 gestures in practical settings.
Our experimental results demonstrate that our targeted attacks achieve an overall success rate of 73.64% and
70.35% for Constant Attack and Greedy Attack among their generated attack strategies respectively. The impact
factor experiments, including tests on di erent rooms, attacker location, transmission poeter,validate the
e ectiveness and robustness of WiAdv. Besides the attack case study, we further analyze the vulnerability of
WiFi-based gesture recognition systems revealed by WiAdv, and also discuss the potential defense schemes.

2 RELATED WORKS

WiFi-based Gesture Recognition Technique. Human gesture recognition has been extensively explored

as an important component of human-computer interaction. Recently non-intrusive, ubiquitous, and privacy-
preserving WiFi-based solutions have been developed rapidly. DNNs have been proven greatly successful in the
image domain and leveraged heavily in other domains involving pattern matching. There is no exception in the
domain of WiFi-based gesture recognition. Many recent workg P2, 44 leveraged DNN-based classi ers to
improve gesture recognition performance. In particular, some workg P2 fed processed CSI signals.g, after

noise removal) to gesture classi ers. While other¥] rst transformed CSls into some distilled motion-relevant
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features, and then fed them into gesture classi ers. In general, these works adopt the sensing pipeline comprising
CSl acquisition, preprocessing.{), denoising, feature extractingtc), and classi cation.

Adversarial Attack. Adversarial attacks have been initially and widely explored inimage dom&jip 31, 35.

Some recent works start to explore adversarial examples in other domains such as natural language processing
[30, LIDAR detection B, 34, 36|, speaker recognition, 11, 29, etc Furthermore, recent worksl[l, 29, 3¢
explored the possibility to launch such attacks in the physical world. Our work aims to shed light on similar
vulnerabilities in WiFi-based gesture recognition systems, and tries to seek physically realizable attack strategies.
To the best of our knowledge, though prior workf] has discussed the adversarial attack in radar-based gesture
recognition, the feasibility of physical adversarial attack against WiFi-based systems has not been systematically
investigated.

Wireless Physical Layer Attack. The wireless physical layer attack has been widely discussed in the wireless
communication area3?. There are many kinds of attacks including tra ¢ analysis, eavesdropping, Denial of
Service (DoS) attack, replay attack, masquerade attetctkThese attacks mainly focus on obtaining private
information and preventing normal service. There are also existing works investigating the physical security of
wireless localization 12, 20. They tamper the channel properties in order to increase the error of the localization
systems. These works are di erent from our attack of crafting adversarial "gesture" signals to fool wireless sensing
systems.

3 SYSTEM AND THREAT MODEL

In this section, we present the overview of victim systems, introduce the goal of our attack and illustrate the
threat model.

WiFi-based gesture recognition is to utilize WiFi signals to infer the ongoing gesture of the nearby user. Most
systems aim to work with the control hub of the smart home as shown in Fig. 1(a), where the user performs
gestures to the system in situ to get convenient services. Especially, our target victim systems are the DNN-
powered WiFi-based gesture recognition systems. They take raw CSI data as input, extract some high-level
features with some preprocessing modules, and leverage DNN technique to improve the accuracy of ongoing
gesture prediction. They usually require multiple receiveesd, 6 receivers in the typical setup of Widar3.0)
and hundreds of CSI measurements per secand, (250 to 1000 packets per second in Widar3.0) to capture
comprehensive signals about human activities for better recognition.

The goal of our attack has three folds. Firstly, our attack is a targeted adversarial attack. The adversary
determines the desired gesture and then fools the victim system to output it. Secondly, our attack is a black-box
attack. The adversary has no prior knowledge about the detail of the signal preprocessing and the DNN classi er
of the victim system. Thirdly, the adversary is able to mount the attack either with (Fig. 1(b)) or without (Fig. 1(c))
the presence of the user. For example, triggering "turn on the gas" or "keep wheelchair moving" maliciously
when the user is present while triggering "open the door" deliberately when the user is not at home. If the attack
succeeds in fooling the victim system, the relevant users' property and personal safety will be at risk.

In our work, the adversary is equipped with a full-duplex device, which can modify and relay the received
signals. In addition, the adversary can detect the start time of the gesture with the existing motion detection
systems. When the target gesture is determined, the adversary prepares the attack strategies in advance. Then the
adversary can bring the full-duplex device around the victim and launch the attacks behind the wall, as shown in
Fig. 1(b)-(c).

4 SYSTEM DESIGN

This section describes the detailed design of WiAdv. We rst explain the physical basis of WiFi-based gesture
recognition and then introduce how to address the physical feasibility of WiFi-domain adversarial attacks. Then
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(a) Crafting dynamic multipath whilea  (b) Full-duplex attacker in Fig. 2(a) (c) Crafted DFS at the receiver when
user is performing a gesture 5 =30Hz

Fig. 2. Craing dynamic multipath with a full-duplex device.

we describe our attack scheme to generate e ective adversarial examples given the di culties from limited
perturbation space and various non-di erentiable processing modules. Afterward, we propose improvement
measures to address the robustness of attack strategy in practical attacks. At last, we integrate all components to
summarize our attack process.

4.1 Preliminary: WiFi-based Gesture Recognition

WiFi-based sensing systems exploit channel state information (CSI) to infer surrounding dynamics. CSl represents
the amplitude attenuation and phase change of WiFi signals caused by the environment between the WiFi
transmitter and the receiver. The CSI of WiFi packets arriving at ti@end at frequencyd under the multipath
phenomenon can be represented as follows:

15e0= u15.a Pc5g15€, (1)
=1

where! is the number of multi-pathsl) andg are the complex attenuation and propagation delay of thih path.
When a person performs a gesture near the transmitter and the receiver, the body re ection also contributes to
the multipath e ect, so that CSI measured at the receiver will carry the human gesture informa#ag,location,
velocity andetc Doppler frequency spectrum (DFS) pro le, which can be extracted from CSI, embodies most
information of velocity distribution for gesture recognition. Without loss of generality, we use DFS to represent
the dynamic information carried by CSI in our analysis. We can transform CSl in terms of DFS as follows [27]:

15¢€= pl5°, © O; 1e4%c f 5 .1D°3D, (2)

2%

where gis a constant that represents the sum of all static signals with zero B Line-of-Sight signals), and
% is the set of dynamic signals with non-zero DF&(, signals re ected by the body limbs} . is the Doppler
frequency shift of,-th re ection path.

4.2 Physical Basis of WiFi Adversarial A ack

In this section, we introduce how to address the challenge of crafting adversarial WiFi signals with desired motion
features, and further maintaining their e ectiveness across various environments.
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4.2.1 Generating Artificial Multipatht. is noticed that WiFi signals are open mediums in the air, and the
foundation of WiFi-based gesture recognition is to extract the dynamic multipath carrying the e ect of users'
gestures. Therefore, a feasible approach for the attacker to fool these systems is to generate wireless signals on
purpose to mimic dynamic multipath as the real re ection of a gesture as shown in Fig. 2(a). A state-of-the-art
full-duplex transceiver can tactfully forward WiFi signals to achieve the above attack goal. The typical structure
of full-duplex transceivers is shown in Fig. 2(b). It can receive and forward wireless signals simultaneously via
feeding the transmitted signals back to the receiving chain for self-interference cancellagidrd[2g. Each
forwarded signal can be regarded as one emulated re ection path. Before forwarding, the attacker can manipulate
the signals to fabricate dynamic re ection. As shown in Fig. 2(b), the parameters that can be controlled by the
adversary are the amplitude and phasé added to the original received signalt5 « € which determine the
fundamental physical perturbation space of adversarial attacks.

4.2.2 Craing Dynamic Reflection as Human GestiMest, we would like to further elaborate on how to control
signal phase$ to mimic desired dynamic re ection as real gestures. Let us revisit the principle of WiFi-based
gesture recognition. If we consider the signal of one re ection path, its CSI at t{gis

15e@ = Uy 50, 3)
wherel, is the attenuation andy, is the propagation delay. If the path length changes at a spedficfe to a
on-going gesture, after a short time perid&lthe path length change is;>oc = ECand the propagation delay

changeis g= %C, where c is light speed. Thus, the CSI of the signal becomes

1506, @ =Upa B Fo = 1500a O @)

As shown in Equation 4, the phase change rate caused by re ec@@n 2c 5§E is clearly associated with the
representative motion-relevant features, Doppler frequency shift of the sidgnat 55, i.e, 3_\c =2c5 . Thus, if
the adversary would like to mimic a real gesture that results in Doppler frequency ghifon the signalsi.e,
there is a peak in frequenc$ bin of the DFS pro le derived by the WiFi receiver, it can set the change rate of

the unwrapped phase of one emulated re ection path proportionakoas follows:
\gunwrap = 265 Co@ 0o """ #e (5)

The practical phaslegwill be wrapped to the range> cec%Fig. 2(c) depicts the DFS of a sample of received
signals when the attacker in Fig. 2(a) scenario keeps a constant phase change rate. These results show that
the attacker can a ect key motion featurege, the DFS pro les of the WiFi receiver as desired with carefully
designed perturbation on phases.

By bridging the signal phasésin the physical perturbation space and motion-relevant featuiies, DFS, we
address the feasibility of crafting adversarial WiFi signals with desired motion features. Thus, if an attacker has
derived the DFS pro les of adversarial examples, it can con gure the phase change rate of emulated re ection
paths following the phase-DFS relationship to physically synthesize adversarial signals.

4.2.3 Reinforcing Cra ed Reflectiddesides crafting dynamic re ection, the attacker should make crafted
adversarial signals remain e ective under distortion by the various wireless environment. Thus, we further
exploit the other part of the perturbation space, the amplitudg¢o make the crafted re ections more prominent

than other dynamic re ections in the environment. To put it simply, we increase the transmission power of the
attacker,i.e, the amplitude to make the crafted dynamic re ection the dominant component of DFS pro les. As
shown in Fig. 3, we collect three sample DFS pro les when the user performs the "Pushing and Pulling" gesture,
and the attacker sets di erent levels of transmission power. All three cases use the same phase perturbation
shown in Fig. 2(c). When the attacker forwards the signal at relatively low power, the DFS pro le shown in
Fig. 3(a) still presents the motion features of "Pushing and Pulling". With increasing transmission power of the
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(a) Low attacker transmit power (b) Median attacker transmit power (c) High attacker transmit power

Fig. 3. DFS profiles under the same adversarial a ack with di erent power on the benign "Pushing and Pulling" sample.

attacker, DFS pro les at the receiver are gradually dominated by the forwarded signals of the attacker as shown
in Fig. 3(b). When the strength of the forwarded signal is much higher than the strength of the signal re ected
from the user's body limbs, DFS pro les of the crafted re ections cover those of the natural ones, as shown
in Fig. 3(c). We denote it as "DFS coverage" phenomenon in the following parts. Thus, we can enable e ective
crafted re ection across various environments to a large extent via keeping enough transmission power. The
detailed evaluation of the attacker transmission power is shown in Section 5.8.2.

4.3 Adversarial Wireless Example Generation
In this section, we present our scheme to generate e ective adversarial examples.

4.3.1 Perturbation Space AnalySisice we have associated the DFS pro les with the physical perturbation
space, the phaseand amplitude of the forwarded signals of the attacker in Section 4.2, all the "perturbation"
and the "input" mentioned in the following parts refer to the perturbation on DFS for simpli cation. Thus, our
objective is to obtain adversarial DFS pro les that fool the victim system to output our desired gesture type rather
than the real on-going gesture type. The DFS pro les shown in Fig. 3 look analogous to images. However, we
argue that there are signi cant di erences between perturbation spaces of DFS pro les and images.

(a) Free perturbation space for image adversarial attack(b) Limited perturbation space for wireless adversarial attack

Fig. 4. Sketch of decision boundary in 2-D feature space.

As illustrated in Fig. 4, the basic principle of adversarial attack is to search for a proper perturbation that
pushes the original sample(g, an image or DFS/CSI of an on-going gesture) to cross the decision boundary
of the classi er. In image-based adversarial attacks, each image pixel of an image can be perturbed freely and
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