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ABSTRACT

The increasing use of camera streams on mobile systems has raised
significant privacy concerns due to unauthorized visual data ac-
cess by applications. Existing solutions either burden users with
excessive interaction or lack semantic understanding of contex-
tual privacy norms. This paper introduces PrivacyAgent, a novel
visual privacy protection framework leveraging multimodal large
language models (LLMs) to enable context-aware and fine-grained
privacy control on mobile systems. PrivacyAgent intercepts camera
streams via a virtualized I/O layer and restricts untrusted apps to
privacy-compliant content with minimal user overhead.
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1 INTRODUCTION

The proliferation of camera-equipped mobile systems has enabled
diverse visual applications like QR payments and object recognition.
However, unauthorized camera access by apps (e.g., TikTok’s pri-
vacy scandals [4]) raises critical concerns about privacy violations.
To address these challenges, a foundational step lies in establishing
a clear understanding of "privacy-sensitive" visual content. Nis-
senbaum’s theory of contextual integrity [5] defines privacy as
adherence to situational norms — meaning effective visual privacy
control mechanisms must first perceive contextual information
(e.g., environmental settings, user activities, data purpose) before
evaluating compliance with context-specific privacy expectations
(Figure 1).

Existing solutions face trade-offs: user-in-charged approaches [1]
cause additional interactions, cognitive overhead, and even decision
fatigue, while automatic models [6] lack semantic understanding
of visual and non-visual contexts.

We propose a PrivacyAgent based on LLM-Piloted Decision-
Making, which leverages multimodal large language models to
reinterpret visual privacy control. LLMs analyze visual semantics
alongside contextual information to assess privacy violations. Their
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Figure 1: Visual Privacy is Context-Dependent. Whether an
application can access certain visual content is determined by the
context at the time the access request is made. This context is a set
of information that includes both the visual data itself and relevant
information outside of it.
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Figure 2: System Architecture.

capability stems from training on vast amounts of data, encompass-
ing facts, common sense, and information from various domains.

The PrivacyAgent framework is structured to enable context-
aware and fine-grained visual privacy control, which is shown in
Figure 2. The framework leverages a virtual driver layer to intercept
raw camera streams, isolating untrusted applications from direct
access to sensitive visual data. Instead, the PrivacyAgent retrieves
the visual frames directly from the camera driver and write the
sanitized frames to the virtual driver based on the decision of Priva-
cyAgent. For the untrusted applications, only sanitized copies from
the virtual driver is avaliable, which enforces visual privacy control
for all applications.

In PrivacyAgent, there are three key components: a context collec-
tor aggregates contextual information for privacy element decision,
a decision engine powered by a multimodal LLM to generate san-
itized frames, and a user interface provides minimal interaction
controls for users. In addition, the PrivacyAgent is implemented
via a virtualized I/O framework that intercepts camera streams in
user-space, enabling develop-able and upgradable real-time video
processing without operation system modifications. The key contri-
bution of this work is a mobile-deployable multimodal LLM-based
PrivacyAgent which bridges Al reasoning with system security,
offering scalable, context-aware privacy protection.
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2 DESIGN
2.1 Context Collector

Since the visual frame information alone is not enough to help de-
termine the context (Figure 1), a context collector aggregating nec-
essary out-frame contextual data to help privacy assessments: Lo-
cation information is derived from GPS coordinates and network-
based localization, translated into semantic descriptors via digital
maps. Temporal context includes absolute time from the system
clock and calendar-derived contextual cues. Application meta-
data identifies the foreground app via Android’s AccessibilitySer-
vice and enriches it with functionality descriptions from Google
Play. In addition to these, the device can provide many other types
of contextual information for further enhance the context.

By fusing multi-modal data, the LLM-driven decision engine
holistically interprets scenarios for further privacy decisions with
contextual integrity norms.

2.2 Decision Engine

The decision engine is the core component of PrivacyAgent. The
decision engine includes two main steps, the context-aware privacy
assessment step and the fine-grained privacy control decision step.
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Figure 3: Decision Engine.

2.2.1 Context-aware Privacy Assessment. In this step, the engine
takes the visual frames and the out-of-frame context collected by
the context collector discussed in Section 2.1 as input for device’s
LLM service to assess each identifiable visual element in terms
of their functionality relevance (an element’s necessity for the re-
questing app’s core operations) and privacy relevance (an element’s
sensitivity under privacy norms). Identified elements are spatially
mapped to pixel regions via visual grounding and segmentation,
enabling per-element granularity.

2.2.2  Fine-Grained Privacy Control Decision. In this step, the en-
gine first employs several preset strategies. The presets first accom-
modate different levels of functionality requirements based on the
functionality relevance of each elements. Then the privacy-sensitive
elements are restricted to provide intermediate options based on
the privacy relevance. An example of the presets is displayed in
Figure 4(a).

The presets with different privacy enforcing levels are heuristi-
cally designed for different intended purpose of visual content. For
sharing purpose, the user may prefer revealing more content for
the expected audience, while for non-sharing purpose, the user may
want to reveal the content which strictly related to functionality,
e.g., QR scanning applications.

After that, the user can choose to refine the decisions via a bidi-
rectional slider interface when the presets are sub-optimal due to

incomplete contextual information, outlier personal preferences
or noise from neural network models including hallucinations in
LLMs or segmentation errors. When the functionality elements are
not fully encompassed, we prioritize elements with higher func-
tionality for expansion. When the privacy elements are not fully
obscured, we prioritize elements with higher privacy for reduction.
This heuristic-based interaction minimizes cognitive load while
preserving fine-grained control. The user interface is shown in
Figure 4(b).
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Figure 4: Example of Fine-Grained Privacy Control.

3 IMPLEMENTATION

PrivacyAgent is implemented across Windows, Linux, and Android
platforms on different devices including Google Pixel 5 smartphone,
Radxa Zero 3E single-board computer and desktops with Python
and C++. On Windows, the IMFVirtualCamera API emulates a
software-driven camera. On Linux and Android, the V4L2Loopback [7]
kernel module is employed, while Android modifies the camera
HAL to prioritize virtual devices over physical ones with root per-
mission. The system relies on cloud-based ChatGPT-4o for privacy
assessments and Grounding DINO [3] and Segment Anything [2]
models for element visual grounding and segmentation.
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