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Abstract

Bystander privacy has become a critical concern amidst the wide-
spread activities of video sharing, engaging billions of users daily.
Concerns arise when individuals inadvertently appear in public
videos without consent. Existing methods for determining bystander
permissions require significant adaptation and modifications by
videographers and video sharing platforms, potentially limiting
their adoption. This study explores leveraging platform censorship
capabilities to enforce bystander privacy. We introduce SelfFlag, a
type of violative media signal designed to trigger automatic content
flagging. Bystanders exhibiting such signals, captured in public
videos, can be automatically identified and removed by platforms,
thereby indirectly enforcing privacy preferences, primarily through
the efforts of bystanders themselves. We conduct thorough mea-
surements on current censorship practices, propose music-based
triggering content, and develop an auxiliary tool for videographers
to produce high-quality content with privacy compliance.

CCS Concepts

« Security and privacy — Privacy protections; Social aspects of
security and privacy; » Hardware — Sound-based input / output.
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1 Introduction

Video-sharing platforms have become integral to daily life for bil-
lions of users, driven by rapid advancements in Internet technology.
Platforms like YouTube, TikTok, Instagram, and Facebook attract
countless individuals who spend significant time watching and
sharing a wide range of video content [19, 40]. As of 2024, there
are over 200 million content creators worldwide [19], and YouTube
alone sees over 3.7 million videos uploaded daily [41]. Users typ-
ically watch an average of 17 hours of online video content per
week, and nine out of ten businesses use video for marketing [40].

However, alongside the popularity of video sharing, concerns
over bystander privacy have emerged. Video shoots often occur in
public settings where individuals, i.e., bystanders, may unintention-
ally appear in the background of footage without their consent or
intention to be recorded. Sharing such videos publicly can poten-
tially expose their personal information. Previous studies [29, 52]
on bystanders’ privacy concerns have shown that video capturing
raises significant privacy issues, ranking just below biometric data
collection in terms of bystanders’ discomfort.

To address this privacy concern, one direct method is face-to-face
interaction to seek confirmation from bystanders nearby. However,
this approach can be inefficient, and bystanders may not even
realize they are being recorded. Some video-sharing platforms offer
a privacy complaint option, allowing users to request the removal of
content related to them [10]. However, such measures are often not
timely. Bystanders may not realize their video has been uploaded
until it has already caused significant discomfort.

For automated methods, despite many concepts and prototypes
proposed in the literature, practical tools have not yet emerged.
Reasons for this vary. For example, the sharing platform can enforce
individuals’ privacy preferences by first recognizing identity and
then protecting their personal information in uploaded content [15,
17, 43]. However, implementing identity recognition on uploaded
content will not only add operating costs but also, due to the lack
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Figure 1: Utilizing Censorship Mechanisms to Enforce By-
stander Privacy. Bystanders play SelfFlag signals, i.e, music
tracks with identifiable copyright features. Videographers record
bystander images along with their SelfFlag signals. After videos
are uploaded, the content censorship mechanisms of video-sharing
platforms identify segments containing violative music and suggest
edits. In this way, bystanders indirectly communicate and enforce
their privacy preferences.

of a legal framework, potentially lead to battles over functionalities
and privacy. For instance, Facebook halted its face recognition
tagging feature years ago due to privacy law accusations [33].

On the other hand, it is the videographers who produce and
upload the videos. However, enforcing bystanders’ privacy pref-
erences by videographers introduces its own complexities, and
perhaps even more so. Our survey and existing studies indicate that
some videographers do value bystander privacy and are willing
to take steps to respect their privacy needs [2]. However, techni-
cally, there are no widely accepted methods for communicating
privacy preferences with passersby, and processing the video itself
involves additional costs. More importantly, videographers often
face a trade-off between protecting privacy and maintaining the
functional and aesthetic quality of the video [2, 14]. Given these
challenges, the most we can critique is limited to “they should have
asked me first” or “they should have screened me out”.

Therefore, from an incentive perspective, we believe it is most
reasonable and direct for bystanders to take the lead in initiating
privacy protection measures for themselves. However, interdepen-
dent privacy protection cannot be a standalone effort [16, 46], so
bystander-led initiatives should aim to minimize the need for soft-
ware or hardware modifications by video-sharing platforms or
videographers, and avoid negative impacts on videographers’ cre-
ative content. This leads to a key question: how can the involved
parties, with the bystander leading the effort, collaborate to effec-
tively respect bystander privacy?

Interestingly, we observe that, while video platforms lack dedi-
cated recognition capabilities for bystanders, they do possess pow-
erful capabilities for screening content related to copyright, harass-
ment, violence, etc., to comply with laws and regulations. They de-
ploy automated and mandatory censorship steps for uploaded con-
tent. Our idea is to associate an individual’s identity with content
that violates censorship guidelines. When this individual exhibits
such content, videos inadvertently capturing it will automatically
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be flagged and blocked by platform censorship mechanisms prior to
sharing. Such effort by the bystander indirectly communicates and
enforces its privacy permissions by making use of the censorship
mechanism.

In this paper, we will validate and realize this idea. Firstly, we
introduce SelfFlag. As shown in Fig. 1, SelfFlag represents a type of
media signals carried by bystanders with privacy protection needs.
SelfFlag is designed to trigger automatic content flagging by video-
sharing platforms’ censorship. Our goal is for SelfFlag to serve as an
efficient, elegant, and unobtrusive information indicator. To achieve
this, we systematically study and measure the content censorship
behaviors of major video-sharing platforms. Based on our findings,
we select music as the primary form for SelfFlag and establish crite-
ria for choosing suitable tracks. Additionally, we design ultrasonic
speakers to play SelfFlag music in a human-inaudible frequency
range, enabling the scheme to operate effectively even in quiet
environments.

Furthermore, in many cases, videographers prefer that the cap-
tured SelfFlag content does not lead to heavy editing or muting of
their primary content. To assist videographers in complying with
bystander permission requirements while preserving the integrity
and aesthetics of their original content, we develop an automated
SelfFlag compliance tool. This tool utilizes a cloud service to link
the bystander’s identity information with the SelfFlag music, en-
abling the targeted removal of only the content associated with
the bystander. To minimize the impact on video content during the
removal, the tool employs image inpainting techniques [22, 24, 53]
to seamlessly fill in the areas affected by the removal.

The contributions of this work are summarized as follows:

e We revisit the practice of bystander privacy from a new perspec-
tive and propose a method to leverage platform censorship to
enforce bystanders’ privacy preferences.

e We measure and characterize the current landscape of content
censorship on major video-sharing platforms.

e We propose a music-based censorship triggering method, with
detailed evaluation in real-world environments.

e We present a video editing tool that automates bystander privacy
compliance for videographers when sharing videos.

In the following sections, we will first review the literature in Sec-
tion 2 and introduce the content censorship background in Section 3.
Then, to identify appropriate bystander-carried violative content,
in Section 4, we will conduct a comprehensive test of censorship
mechanisms on major video-sharing platforms. Subsequently, in
Section 5, based on our findings, we will enforce bystanders’ pri-
vacy preferences using copyrighted music as censorship triggers.
To address videographers’ needs, we will also propose a tool to help
achieve automated privacy compliance while preserving the main
video content.

2 Related Work

Previous efforts to enforce bystander privacy have primarily fo-
cused on the photo sharing scenario. The emerging video format,
which generally carries more information and deserves careful
privacy protection, has not been extensively studied so far. The fol-
lowing overview of existing efforts mainly derives from the photo
sharing context. Bystander privacy involves three participants: the
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Related Work Videographer | Sharing Platform Bystander Protection
I-Pic [1] sw+radio sw+radio on-capture
iRyP [47] sw+radio sw+radio on-capture
DNC [34] sw+radio sw+radio on-capture
PrivacyCamera [23] | sw+radio+loc sw+radio+loc on-capture
Offlinetags [31] sw tag on-share | *:optional
Privacy.Tag [4] sw tag on-share | sw: software
Cardea [42] sw sw reg on-capture | hw: specific hardware
COIN [56] sw+loc sW sw+loc on-capture | reg: registration
PrivacyEye [45] sw+hw on-capture | loc: localization capability
SnapMe [17] loc sw loc on-share
HideMe [43] swW reg on-share
Videre [57] sw reg” on-share
Hasan et.al[15] sw on-share
Our approach sW hw*+reg*+speaker | on-share

Table 1: Summary of Related Work.

videographer, the video-sharing platform, and the bystander. These
methods can be broadly categorized based on the involved efforts.
We summarize representative works in Table 1.

2.1 Recorder in Charge

Recorder-in-charge refers to the scenario where protection mea-
sures are mainly implemented by videographers. There are two
main challenges to address in this context. Firstly, bystanders need
effective ways to communicate their privacy preferences to pho-
tographers. The literature commonly utilizes short-range radio
technologies such as Bluetooth [1, 34, 47], Wi-Fi Direct, and visible
tags [4, 31] for this purpose.

The subsequent question is how photographers can accurately
identify bystanders in their captured scenes who require protection.
One approach involves bystanders sharing their identity informa-
tion, such as facial features [1, 34, 47] or precise location [23, 56],
which photographers can then use to locate them in their captured
footage. Some methods aim to further keep bystander information
entirely private from photographers, i.e., enforcing privacy policies
during the on-capture phase before the media is stored and shared.
This is not straightforward since photographers must identify by-
standers first to apply privacy measures. Therefore, these methods
often involve cryptography [1] or third-party platforms [42, 56] to
negotiate essentials without revealing bystanders’ identities.

The above processes necessitate close collaboration between by-
standers and photographers’ devices and software. PrivacyEye [45]
explored a different approach focused solely on the videographer’s
side. They propose that videographers wear specific eye-tracking
devices to measure their eye movements, which could indicate
whether captured bystander information should be protected.

2.2 Server Inspection

Another set of solutions is to deploy new cloud services that are
able to automatically detect bystanders in uploaded media content
and apply corresponding privacy protection measures. These ser-
vices are not necessary but preferably integrated with the sharing
platform.

For example, SnapMe [17] observes that photos’ metadata often
includes location information. They propose utilizing this data to

identify registered users near the location and apply privacy mea-
sures based on these users’ preferences if they appear as bystanders
in the uploaded images. Similarly, Li et al. [43] proposed HideMe,
where registered users can specify a privacy policy that decide to
allows photo viewers to obtain their face information or not.

Server inspection often does not impose strong assumptions on
the capabilities of videographers. Additionally, some designs do not
even require prior knowledge, such as registered facial informa-
tion, from bystanders. For example, Hasan et al. [15] uses machine
learning to statistically analyze the features of bystanders in photos,
based on which it determines what content to retain and display
in general uploaded photos. Videre [57] integrates registered facial
information with statistical features of bystanders. When it identi-
fies a registered user in a photo, it adheres to that user’s privacy
policy; when no registered user is identified, it classifies individuals
as bystanders based on their behavior and awareness.

3 Content Censorship Background

In this section, we review the content censorship mechanisms on
video-sharing platforms from three perspectives:

e What type of content does the censorship mechanism target?
e What is the primary method for targeted content detection?
e What actions are taken after detecting violative content?

3.1 Censored Content

The primary objective of censorship on video-sharing platforms is
to comply with laws and regulations, guide user behavior, and pro-
mote an inclusive and friendly environment. According to official
documentation from YouTube [54], Instagram [20], and previous
surveys [25, 32, 38, 44, 48], the content targeted by censorship can
be classified into three main categories as shown is Table 2.

o Sensitive and Harmful Content. Sensitive content includes
nudity, eroticism, child pornography, and ongoing harassment
and bullying of others [51]. Harmful content includes hate speech
targeting specific groups, material that promotes and supports
terrorist activities, violence, self-harm, etc.

e Spam and Misleading Content. Spam refers to irrelevant or
repetitive advertisements for promotion [49]. Misinformation
involves the intentional spread of false or misleading information
that can cause public panic or defraud individuals [27, 39].
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Content Category Specifics
Nudity, Eroticism, Child Pornography
Violence, Bullying, Harassment,

Hate Speech, Terrorism, Self-Harm

Sensitive &
Harmful Content

Spam &
Misleading Content
Intellectual Property

Table 2: Censored Content on Video-Sharing Platforms.

Misinformation, Spam, Fraud

Trademark, Copyright

o Intellectual Property (IP). For video-sharing platforms, IP pri-
marily includes trademarks and copyrights, which protect the
interests of creators.

3.2 Content Detection Approach

To enforce censorship, video-sharing platforms primarily rely on
two detection methods: manual review and detection algorithms.
The actual choice generally depends on the clarity of the censored
content and the state-of-the-art in technical development. In terms
of sensitive, harmful, and spam content, platforms may utilize
advanced Al models for image recognition or natural language
processing to block videos with clear violations. However, some
content like misleading ones often lacks a unified and clear specifi-
cation, forcing platforms to rely on manual review to address it. For
copyright issues, most video-sharing platforms are equipped with
automated tools to detect copyright infringements. Additionally,
these platforms often allow creators to add their copyrighted con-
tent to the platform’s copyright pool, enabling easier management
and protection of their works.

3.3 Post-detection Measures

Upon detecting targeted content, video-sharing platforms may
adopt the following countermeasures:

o Video Masking and Flagging. Videos containing controversial
content may be subjected to masking and flagging operations. For
instance, Facebook places a warning screen [26] over potentially
inappropriate content to inform viewers, allowing them to decide
whether to view it.

o Video Deletion or Prohibition. Videos with severe content vi-
olations will be directly banned by the platform or automatically
removed within a short time after publication, preventing access
by viewers.

e Account Restriction or Suspension. If the number of viola-
tions exceeds a certain threshold, the uploader may be restricted
from using certain functions of the account, such as uploading
new videos or posting comments. For severe violations like ter-
rorism or child pornography, the platform may immediately and
permanently suspend the account.

4 Repurposing Content Censorship

4.1 Effectiveness of Different Censored Content

To use censored content to signal the involved parties about the
bystander’s privacy preferences, we must first determine which
modality or type of censored content is most effective. Table 2 sum-
marizes potential options, but their actual effectiveness remains
unclear. We have not found any publicly available research covering
this topic, so this subsection will focus on testing the censorship
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Figure 2: Example of Showing and Playing Censored Content.

mechanisms of video-sharing platforms. According to our appli-
cation scenario, we are primarily concerned with the following
two points: (1) whether the detection of specific types of content is
automated, and (2) the general criteria that content must meet to
trigger detection mechanisms.

Therefore, we create videos featuring various types of censored
content and test them against five major video-sharing platforms
to observe how these platforms’ censorship mechanisms respond.
Specifically, according to Fig. 2, we synthesize censored content
into healthy videos in two modalities as follows:

e Visual Content: To emulate the scenario in Fig. 2(a), in an or-
dinary vlog video, we overlaid static images containing violence
(sensitive content), trademarks (IP), fake news pages (misleading
content), and muted copyrighted TV series clips (IP) onto the by-
stander’s chest using video editing tools. These contents were col-
lected through search engines, and in our view, each one clearly
violates the platform’s content regulations. They were overlaid in
a picture-in-picture format, and we also adjusted their size to test
the impact of the proportion of violative content.

e Audio Content: To emulate the scenario in Fig. 2(b), where
the bystander can introduce audio into video recordings using a
portable speaker (e.g., a mobile phone), we overlaid new audio
tracks onto the existing audio track of the same vlog video. These
additional tracks included hate speech (harmful content) and copy-
righted music (IP). For hate speech, we first selected textual ex-
amples from a social media corpus [9], and then utilized text-to-
speech technology to convert them into audio format. As for the
copyrighted music, we selected them from our own Apple Music
subscription and ensured that they are not available in the free
music libraries of video-sharing platforms.

We produce five test videos for each sub-types mentioned. Each
video is five minutes long, with the censored content appearing
within the first 1.5 minutes. The experimental results are shown in
Table 3. We have the following findings:

o For the majority of content types, content censorship is neither
automated nor can it be triggered by simple complaint reports. o sym-
bols in Table 3 indicate that the videos can be successfully uploaded
and shared. However, even after manually reporting these contents
several times using a different account registered several months
ago, they remain accessible on the platform. It can be understood
that the criteria for detecting violations of certain censorship guide-
lines are highly subjective. For these types of content, it may be
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. . . Video-sharing Platform
Censored Modality Specific Topic YouTube | Instagram | X (Twitter) | TikTok | Facebook
Graphic Violence
[ ] L[] [ ] [ ] [ ]
(Sensitive Content)
. Trademarks (IP) o o o o o
Visual Content Copyrighted Video (IP) ° o o o o
Fake News Page
. . L] o o o [ ]
(Misleading Content)
Hate Speech
L] o [e] [e] [e]
Audio Content (Harmful Content)
Copyrighted Music (IP) . o o . o

Table 3: Testing Censored Content against Video-Sharing Platforms. The symbol o indicates that the content is explicitly prohibited
in the official guidelines and has a designated user reporting channel, but is not able to be auto-detected. The symbol e indicates that the
platform can detect the censored content when the visual content occupies the entire video frame or the audio content fills the entire audio
track. The symbol e indicates that the censored content is automatically detected even when the content does not occupy the entire video

frame or audio track.

difficult to establish a quantitative algorithm for automated screen-
ing. What we did not anticipate is that the platforms do not respond
to our complaint reports. This could be due to two reasons: firstly,
reports from a single source may not be sufficient for the platform’s
decision-making; secondly, since our videos have not gained signif-
icant popularity, the platforms may prioritize resources to handle
more influential content.

o Different platforms vary in their automated censorship detection
capabilities. Generally, automated detection is available for violent
content and content related to copyright. The first row of Table 3
suggests that platforms can automatically flag graphic violence
to some extent. Additionally, YouTube and TikTok are capable of
automatically detecting copyrighted videos and audio. Moreover,
the more explicit the violative content in the video, the easier it is
to detect. For instance, YouTube and TikTok flagged the test videos
containing violent content even when the violative content was
overlaid on only a portion of the video, while other platforms often
require the content to occupy nearly the entire frame.

4.2 Choosing Copyrighted Music as a Carry-on
Censorship Trigger

If bystanders aim to trigger platform censorship by signaling spe-
cific content, this content must, in practical terms, be able to effec-
tively trigger the automated censorship detection mechanisms of
video-sharing platforms. At the same time, it should also be suit-
able for everyday carrying, without overwhelming the bystander
or causing discomfort to others.

Based on the empirical measurements described above, it is noted
that within the visual content category, only violent content can be
automatically blocked by the platform. It would be quite unreason-
able to have people wear clothing containing such content in public
and display it conspicuously. Considering that some platforms may
internally use neural networks for detection, there might be meth-
ods to create images that do not appear to contain violence but
are recognized as violent content by the neural network. However,
we have not tested such methods because they typically are not
effective when physically expressed in the real world.

For audio content, copyrighted music demonstrates outstanding
effectiveness on YouTube and TikTok. Additionally, we find that

including just a few seconds rather than the entire track is enough
to trigger copyright flagging. Furthermore, playing music through
portable devices like smartphones is quite a normal behavior and
does not require installing any software. Therefore, we consider
copyrighted music to be a good candidate to help bystanders express
their privacy concerns and enforce their privacy preferences.

4.3 In-depth Testing of Using Music as a
Censorship Trigger

To use music as triggering content, this subsection will conduct
more detailed tests and analysis of video-sharing platforms’ ability
to detect copyrighted music, thereby guiding the selection criteria.
We consider various factors, including:

e Music Genre categorizes different types of music based on a
shared tradition or set of conventions.

e Music Duration is the duration of music recorded by videogra-
phers.

e Music Section describes the structural elements of music recorded
by videographers.

e Signal to Noise Ratio (SNR) quantifies the audio interference
recorded by videographers; when noise power is constant, SNR
reflects the volume of the playback.

e Overlapping Occurrence indicates whether there are multiple
pieces of copyrighted music playing simultaneously.

The testing protocol involves first creating a series of music clips
from full music tracks. These tracks are explicitly included in the
copyright lists of video-sharing platforms. By default, the clips are
from the middle chapter of the music track. They last for 65 seconds
and have a uniform average volume with no added noise. Then,
we use a typical 90-second vlog video with no sound as a carrier.
We overlay one of the produced audible music clips onto the audio
track of this carrier video using video editing tools, aligning the
start of the music clip with the start of the video’s audio track.
This emulates the scenario where a videographer records music
played by bystanders. Next, we upload this edited video to video-
sharing platforms to test whether it triggers copyright flagging. The
detection ratio is the ratio of triggered instances to non-triggered
instances. The followings describe these tests and results:
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4.3.1 Music Genre. We refer to a mainstream music software [12]
for music genres classification and select 10 music genres for testing:
Classical, Countryside, EDM, Folk/World Music, Jazz, Latin, Popular,
R&B/Soul, Rap, and Rock. We choose 20 tracks from each category on
our Apple Music library. To ensure linguistic diversity, 50% of them
is in English, while the remaining includes German, French, Spanish,
Portuguese, Korean, Chinese, and instrumental ones without lyrics.

Fig. 3 illustrates the detection ratio for 10 music genres on both
platforms. Jazz and Rap demonstrate quite high detection ratios on
both platforms, both exceeding 90%. Pop music shows a notable
discrepancy in triggering copyright flagging between two platforms,
with 100% detection ratio on YouTube but only 65% on TikTok.
Classical music is less effective on YouTube, achieving only 10%
detection ratio.

Guideline 1): Jazz and Rap are good choices of music genre for
triggering platform censorship flagging.

4.3.2  Music Duration. A complete music track typically lasts for 3
to 4 minutes. As video-sharing platforms do not require the entire
track to assert copyright violation, the necessary duration deter-
mines the temporal sensitivity of the triggering method. To deter-
mine the minimal length of music clips required to ensure consistent
copyright detection, we select 20 different music tracks from each
of the four most popular genres—Pop, Rock, Rap, and Country. The
music clips made from these tracks range from 5 seconds to 90
seconds in length.

The results are shown in Fig. 4. The overall trend is a gradual
increase in the detection ratio as the duration of the music clip in-
creases. On YouTube, none of the 5-second clips triggers copyright
flagging, while 91.25% of the 30-second clips are recognized. Ex-
tending the duration beyond 30 seconds does not further improve
the detection ratio. On TikTok, music clips of 60 seconds or less
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can not trigger copyright detection, while 70-second clips achieve
a detection ratio of 81.25%.

Guideline 2): Different platforms have varying levels of sensi-
tivity in term of music duration. When the duration of the music
clip exceeds a certain threshold (YouTube - 10 seconds, TikTok -
65 seconds), the detection ratio tends to stablize.

4.3.3  Music Section. Most music pieces typically start with a sim-
ple melody, while the middle section usually features a more com-
plex melody and more lyrics, and the ending section often has a
lower pitch. To investigate which music section is more effective
in general, we extract different sections from the music tracks. To
avoid subjective partition, our extraction is not based on musical
content, e.g., intro, verse, chorus, outro, etc., but rather on quan-
tifiable positions: beginning: clip from the first second; middle:
clip from (total duration - 65)/2 seconds; ending: clip from (total
duration - 65) seconds.

Fig. 5 illustrates the impact of different music sections on detec-
tion ratios. Overall, the effect of different sections on the detection
ratio is minimal. On YouTube, the detection ratios across different
sections are quite similar. On TikTok, however, the middle section
demonstrates better performance compared to the other sections.
Another observation from the figure is that the overall detection
ratio on TikTok is lower, which is due to the fact that the 65-second
music clips we used do not fully reach its optimal detection dura-
tion. According to the results in Fig. 4, extending the duration of
the music clip to 90 seconds can increase the detection ratio to 81%.

Guideline 3): The middle part of a music track, e.g., the verse
section, is easier to detect by the platforms.
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(a) TikTok
Volume(A-B) -10dB 0dB 10dB
OverlapRadio | 0 [ 02505075 10| 0 (02505075 |10| 0 |0.25]|0.5]0.75| 1.0
Pop&Country | AB | AB | AB | AB B | AB| AB | AB A A | AB | AB A A A
Pop&Pop AB | AB | AB | AB B | AB| AB | AB A A | AB | AB A A A
Pop&Rap AB | AB B B B | AB| AB | AB A A | AB A A A A
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(b) YouTube
Volume(A-B) -10dB 0dB 10dB
OverlapRadio | 0 [ 0250507510 | 0 (02505075 |10| 0 |0.25]| 0.5 ] 0.75| 1.0
Pop&Country | AB | AB | AB | AB B | AB| AB | AB | AB B | AB| AB | AB | AB A
Pop&Pop AB | AB | AB | AB B | AB| AB | AB | AB A | AB| AB | AB | AB A
Pop&Rap AB | AB | AB | AB B | AB| AB | AB | AB A | AB| AB | AB | AB A
Pop&Rock AB | AB | AB | AB B | AB| AB | AB | AB A | AB| AB | AB | AB A

Table 4: Impact of Overlapping. The table shows the detection results of overlapping music tracks A and B, considering different
combinations of genres, percentage overlap ratios, and volumes. The symbol A denotes that only A’s copyright is detected; the symbol B
denotes that only B’s copyright is detected; the symbol AB denotes that both are detected.

4.3.4  Music Volume and Environmental Noise. Previous tests all
used ideal tracks without any noise, but in actual video recordings,
the music played by the bystanders recorded by the videographer
is inevitably affected by other environmental sounds. To assess
the platforms’ performance under such conditions, we conducted
this test. We follow the previous default test setup and select 10
music tracks that are relatively easy to detect according to previous
tests. We then add four representative types of environmental noise
to the audio tracks: Gaussian noise, white noise, workshop noise,
and street noise. Gaussian noise is generated by scaling a normal
distribution with a mean of 0 and a variance of 1. Both white noise
and workshop noise are sourced from Google’s AudioSet public
dataset [13]. However, this audio set lacks a diverse range of street
sounds, such as street conversations and vendor calls. Therefore,
we sourced alternative sounds from other online resources [28] to
represent street noise. Since noise audio clips are typically short,
we looped the segments to match the length of the videos.

To test the impact of noise, we scale the values of the noise signals
to different levels while keeping the music signals unchanged. Since
the noise is not physically played, we cannot measure its absolute
sound intensity. Instead, we use the ratio of the power of the music
to the power of the noise, called the Signal-to-Noise Ratio (SNR), to
characterize the impact of different noise levels. The SNR measures
the relative intensity of the music compared to the noise. We test
an SNR range from -30 dB to 30 dB, where a lower SNR indicates
that the music is weaker compared to the noise, and 0 dB indicates
that the intensities of the two signals are approximately equal.

Fig. 6 shows the results at different SNR levels. We use red stars to
reveal the invisible bars. Overall, it can be observed that the clearer
the music, the higher the detection ratio. When the music power
exceeds the noise power by 10 dB, the detection ratio approaches
100% and becomes relatively stable. When the music intensity is
20 dB lower than the noise, the copyright detection mechanism
essentially stops working. Our subjective feeling is that -20 dB is a
very strong noise level where the music is barely audible. From this,

we also personally feel that their detection algorithms are quite
robust to noise.

Furthermore, the copyright detection algorithms of different
platforms exhibit varying sensitivities to different types of noise.
Except in scenarios involving Gaussian noise, TikTok is more likely
to detect copyright when the music volume is below the noise level
(less than 0 dB). However, as the music volume surpasses the noise
volume, YouTube’s detection ratio quickly increases to match, and
in some cases, exceeds TikTok’s detection performance.

Guideline 4): To ensure that the platform can effectively detect
copyrighted music clips, the bystander should try to keep the music
volume equal to or higher than the environmental sounds during
playback.

4.3.5 Overlapping Occurrence. In a real vlogging scenario, it is
possible that multiple bystanders might be playing different copy-
righted music tracks simultaneously. To understand the perfor-
mance in this situation, this test will measure the detection ratio
under different combinations of overlaid genres, ratios, and volumes.
Specifically, we selected two pieces of music from different genres,
denoted as A and B, to serve as a test pair. They were combined
and then played. All the selected pairs can be correctly detected by
the two platforms. To further analyze different overlap ratios, all
music clips are cut to a length of 180 seconds. For each test pair, we
overlay B onto A, while adjusting the volume of B to —10 dB, 0 dB,
and +10 dB relative to the volume of A, and also delaying the start
time of B to vary the overlap ratio of A and B’s tracks from 0% (no
overlap) to 100% (full overlap).

The results are shown in Table 4. When the two music clips are
non-overlapped, both YouTube and TikTok can detect them (AB).
When the two music clips are completely overlapped, usually only
the clip with the larger volume can be detected. If the volumes of
the two clips are similar, i.e., 0 dB, at least one of the clips can still
be detected, but the results may be random. When the two music
clips are partially overlapped, in most cases both platforms can
correctly identify the two clips. In comparison, TikTok requires a
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greater non-overlap ratio, which is reasonable given that TikTok is
less sensitive in time domain as suggested by our previous Music
Duration test.

Guideline 5): When the videographer’s recorded audio track con-
tains multiple overlapping music tracks, the detection mechanism
may miss some of the information.

5 Design and Implementation
5.1 Minimum Viable Implementation

Based on the tests and guidelines described in §4.3, individuals
concerned about being inadvertently filmed in situations where
they need privacy protection can choose to use their phone’s loud-
speaker to play the middle sections of some copyrighted Jazz or
Rap music tracks on loop mode at a volume louder than the ambi-
ent sounds. Then, any nearby videographer devices capturing the
music-playing individual will also record the music being played.
Once the video is uploaded to a mainstream sharing platform, the
platform’s content censorship mechanism will flag the video por-
tions containing copyrighted music and prohibit the posting of the
whole video. The uploader will be given the option by the platform
to either mute the video completely or trim the relevant audio and
video portions to comply with copyright regulations (§3.3). As a re-
sult, the bystander’s privacy preference is indirectly communicated
to the videographer, and the platform’s auto-censorship detection
helps the bystander limit the public sharing of the video content
containing it.

Above is the basic and core design of SelfFlag. It does not require
any dedicated programs or hardware; users only need to be able to
play music. However, in practice, there are two aspects that need
improvement. First, using a loudspeaker to play music in public to
convey a privacy preference may not be suitable for all scenarios,
as surrounding people might not appreciate the music and could
even find it annoying. Second, the platform’s content flagging and
coarse-grained editing suggestions might not always align with the
videographer’s intentions and could potentially affect the content
they wish to share. For example, when copyrighted music is playing,
the videographer might also be providing meaningful commentary
or narration. In the next two subsections, we address them by

implementing SelfFlag Player and SelfFlag Cloud.

5.2 “Inaudible” Music Player

The SelfFlag Player is used by the bystanders. Its hardware compo-
nent is responsible for emitting music signals. The phone’s built-
in loudspeaker is a convenient option, as it allows bystanders to
use their existing devices. Additionally, we implement an external
speaker capable of playing music that is inaudible to humans but
audible to a normal microphone. As shown in Fig. 8(a), it mainly
consists of an ultrasonic speaker, an OPA541 power amplifier, and
a 192 kHz sound card'.

This design is largely based on a phenomenon widely explored
by existing studies [7, 30, 36, 55]: ultrasonic signals, typically above

The speaker costs less than $0.5, and some of the latest smartphones [55] are already
equipped with sound card that support sampling rates above 128 kHz for high-fidelity
audio playback.
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20 kHz, are beyond the human hearing range but can still be de-
tected by microphones. This is because, in practice, due to imperfec-
tions in some microphone units, such as non-linearity in amplifiers,
ultrasonic signals cannot be completely filtered out and instead
create low-frequency aliases that fall within the microphone’s re-
ceivable range.

As shown in Fig. 7, the software component of the SelfFlag Player
is a mobile application that serves two main functions: First, @ an
agent module that works in conjunction with the SelfFlag Cloud Ser-
vice to associates the bystander’s identity with specific copyrighted
music through the enrollment service. Second, @ a preprocessing
module that converts the original music signals into ultrasonic sig-
nals by modulating the amplitude of an ultrasonic carrier according
to the original music signal, as shown in Fig. 8(b).

5.3 Cloud Service for Automated Privacy
Compliance

The SelfFlag Cloud provides a cloud-based tool for videographers
to meet the privacy preferences of bystanders. As we analyze in §1,
this is a concern for bystanders, but for videographers, who respect
bystanders’ privacy, they might be willing or, to some extent, be
compelled to address it—especially after video sharing platforms in-
directly communicate bystanders’ preferences by rejecting uploads.
Nevertheless, we aim for such a tool to seamlessly integrate into
the videographer’s workflow without bringing too much overhead.
We expect a third-party service funded by bystanders to provide
such services for videographers. Technically, it helps videographers
remove bystander information from the footage while keeping the
rest of the content intact. Also, the copyrighted music should be
removed to allow successful sharing.

As shown in Fig. 7, the SelfFlag Cloud offers two main services.
The first is the Copyright-Privacy Cross-Reference Service, which
connects copyrighted music with the privacy preferences of specific
accounts. It maintains a music-identity database that associates
privacy information of one account, such as its facial features, with
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Figure 8: Playing “Inaudible” Music. The original music signal is
frequency-shifted to the ultrasonic band by amplitude-modulating
a 40 kHz ultrasonic carrier wave. The corresponding sound emitted
by the ultrasonic speaker is inaudible to human ears but can be
received by ordinary microphones.

one copyrighted music. During enrollment, users receive a list
of copyrighted music options and can select one based on their
preferences and their permission to play the music. The second
service is the Copyright-Privacy Compliance Video Editing Service,
which renders a seamless privacy compliance editing workflow for
videographers.

Specifically, ® when a videographer captures a bystander using
the SelfFlag Player, the recorded video will include the copyrighted
music associated with the bystander. @ The content will fail to
meet censorship regulations of sharing platforms, and the videog-
rapher can upload the video to the SelfFlag Cloud for automated
privacy content cleaning. @ The Editing Service uses the name of
the music indicated by the video sharing platform? to @ retrieve
the associated bystander’s account and its privacy information, @
and employs image and audio removal techniques to produce video
content that complies with both copyright and privacy require-
ments while preserving fluency and quality. ® After processing,
the service returns a clean video to the videographer for review and
reuploading. The above processing is hosted on a server with Intel
Xeon Platinum 8378A processor and NVIDIA RTX A600 GPUs.

5.3.1 Privacy Compliance Video Inpainting. The video processing
workflow of step @ is detailed in Fig. 9: First, @ the cloud deter-
mines the bystander account and video frame range that needs to
be processed based on the flagged music information returned by
the sharing platform. Then, @ it applies image segmentation [21]

2 Alternatively, we also use SoundFingerprinting [8] for music fingerprinting.
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to each video frame to divide it into multiple parts based on their
semantic properties. After that, @ it uses recognition algorithm [11]
to locates the segmented part containing the bystander according
to the bystander’s information, e.g., facial features. @ These seg-
mented parts provide a highlighting mask for the video inpainting
algorithm [58] to ® remove the bystander from all video frames.
According to existing study [22, 24, 53], this algorithm can intelli-
gently fill in the blank areas left, ensuring that the cleaned video
looks natural and coherent.

5.3.2  Copyright Compliance Audio Cleaning. In step @, after en-
suring the bystander’s privacy, we employ audio source separa-
tion techniques [18, 35] to remove the copyrighted music from the
video’s audio track to allow successful uploading.

When the videographer records multiple bystanders using Self-
Flag Player to output music signals, in most cases the compliance
process is similar to that of a single bystander. This is because the
platform can separately detect and return the start positions of mul-
tiple tracks as long as they do not completely overlap®. However,
in cases where the music signals from bystanders happen to be
completely overlapped, the platform might miss detecting some of
the music tracks. In such situations, the video after one round of
cleaning may still be rejected by the platform, as the overlapped
music signals might be revealed after the cleaning process. There-
fore, SelfFlag will perform multiple rounds of clean processing. This
ensures that all overlapping signals and bystanders are addressed
before the final output, eliminating the need for videographers to
re-upload and face repeated rejections.

6 Experiments and Results

Our experiments aim to understand the practical implications of
using SelfFlag in the following aspects:

o The Effectiveness of Copyright Detection: We assess how the
copyright detection systems of video-sharing platforms perform
when music is played and recorded in real-world scenarios.

o The Effectiveness of Bystander Privacy Protection: We evaluate
SelfFlag’s overall effectiveness of bystander privacy protection,
specifically its ability to accurately remove a bystander from the
video footage.

31t seems to be the case for YouTube. While we did not measure the exact limit, it is
capable of detecting at least 25 copyrighted pieces within a single video. In contrast,
TikTok’s limit appears to be around 4 or 5 pieces.
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Figure 11: Videographer Hardware.

e Users’ Willingness of Using SelfFlag: We aim to understand
whether bystanders and videographers are willing to adopt Self-
Flag in practice for privacy protection, as well as the potential
concerns associated with using or not using SelfFlag.

6.1 Effectiveness of Copyright Detection

6.1.1 Method. We played music in real-world settings while si-
multaneously recording to emulate the situation where a bystander
is captured on video. We uploaded the recorded results to YouTube
and TikTok, two mainstream sharing platforms, to understand un-
der what conditions copyright flags might be triggered.

We used a DELL XPS 13 laptop as the music playback device
for the bystander. The laptop offers two audio output options: its
built-in speakers, located along the bottom edges near the keyboard,
which produce sounds audible to the human ear, and the ultrasonic
speaker (Fig. 8(a)), which emits sounds inaudible to humans. In the
experiments presented below, unless explicitly stated otherwise,
we used the non-ultrasonic (audible) speakers for music playback.

We selected three devices—Samsung S7 (smartphone), Sony ZV1
(camera), and Dji Action 4 (sport camera)—as the default videogra-
pher hardware. Following the guidelines detailed in §4.3, we chose
the middle section of a piece of Rap music as the audible copy-
righted music for testing. We set the music duration to meet the
requirements for both YouTube and TikTok copyright detection
algorithms.

The setup for the recording and playback devices is shown in
Fig. 10(a). Below, we consider the impact of different test sites
(Fig. 10), recording distances, videographer hardware (Fig. 11), ul-
trasonic speakers (§5.2), and music factors (§4.3).
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Figure 12: Copyright Detection Performance at Different
Sites. Values are the maximum distance at which the music pieces
can effectively trigger the platform’s copyright flagging across
various music volumes and test sites.

6.1.2  Test Sites. We conducted tests in two indoor environments:
a narrow corridor and a relatively spacious badminton hall. The
environmental noise levels in the testing sites were measured to be
approximately 38 dB in the corridor and 33 dB in the badminton
hall. We varied the volume of the emitted music from 45 dB to 75 dB
and measured the maximum distance at which each platform can
effectively trigger a copyright flag. Since facial features may not
be clearly recognizable beyond a distance of 15 meters in video
recordings under typical conditions [3, 50], we set the maximum
test distance at 15 meters. Video recordings were conducted at one-
meter intervals, with 10 shots taken at each distance and uploaded
for copyright detection. We then calculated the detection ratio. If
the radio exceeds 80%, we considered that distance a valid position
for effective copyright detection.

The results, as depicted in Fig. 12, indicate that audio collected in
the corridor scenario reach greater distances than those recorded in
the badminton hall at the same music volume level. This difference
is attributed to the walls alongside the corridor, which help reflect
sound further, whereas audio energy is not that focused in the large
open space of the badminton hall. In the corridor site, when the au-
dio volume is set at 60 dB, all devices can trigger copyright detection
on the platforms at a distance of more than 12 meters. However, this
distance decreases to around 5 meters for TikTok in the badminton
hall. The results indicate that under YouTube’s detection capabili-
ties, a bystander’s privacy preference can be effectively conveyed
even from a distance of more than 10 meters, covering the vast
majority of use cases. Although TikTok has not yet achieved such
capabilities, we believe that as technology evolves, it will improve
in the future.

6.1.3  Videographer Hardware. We tested all eight devices shown
in Fig. 11, rather than the default three, to assess the impact of
videographer hardware. They are three common types of videogra-
pher devices: mobile phones, cameras, and sports cameras. For each
type, we chose products from 2-4 major vendors. We still used the
middle section of an audible Rap music for testing and set the music
duration of 35 seconds for YouTube and 90 seconds for TikTok. We
fixed the music volume to 60 dB and the test site to the corridor.
Additionally, we also evaluated the music fingerprinting imple-
mentation based on the open-source SoundFingerprinting tool [8]
for comparison. Similarly, we measured the maximum distance at
which copyright flagging can be triggered.
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Bystander’s Audible Speaker Bystander’s Inaudible Speaker
Videographer | pevice Brand
Device evice Brand | youTube | TikTok | . Sound- YouTube | TikTok | _ Sound-
Fingerprinting Fingerprinting
iPhone 13 15m 12m 10 m - - 0.1m
ile Ph
Mobile Phone — o s7 5m 12m 10m 0cm | 01m 02m
Sony ZV1 15m 9m 8 m 0.6 m 1m 1m
Camera
Canon G7X3 15m 9m 8m - 0.6 m 0.7m
DJi Action4 15m 15m 14 m 0.8 m 1m 1m
Sports Camera DJi Packet3 15m 13 m 10 m - 0.1m 0.1m
P Insta360 X4 15m 8m 10 m 0.2m 0.3m 0.5m
GoPro 12 15m 12 m 12 m - - -

Table 5: Copyright Detection Performance with Different Player and Videographer Hardware. Values in the table indicate the
maximum distance at which the evaluated music pieces trigger copyright flagging across various videographer devices, copyright detection

systems, and bystander’s music playing devices.

The results in Table 5 show that the detection capabilities of
different videographer devices vary. The two DJI devices and the
GoPro sports camera achieve the farthest detection distances. This
is likely due to their relatively better sensitivity and recording
quality, which preserve the necessary audio details and facilitate
copyright detection. By comparing the performance of different
detection platforms and algorithms, we find that YouTube’s copy-
right detection is more robust than the others. SoundFingerprinting
exhibits a relatively shorter maximum detection distance. This may
be attributed to our use of the default threshold for fingerprint
matching, which is not optimized for our scenarios.

6.1.4 Inaudible Speaker. We then used the inaudible speaker in
Fig. 11 to act as the bystander’s device. As shown in Fig. 11(a),
we pointed the microphone of the videographer device towards
the ultrasonic speaker to ensure the recording quality. The other
settings were the same as in the previous tests in §6.1.3.

Table 5 shows that the most noticeable trend is that the detection
distance using an inaudible speaker is significantly lower compared
to using an audible speaker. Through detailed investigation, we
found that the volume of the recorded music is significantly lower
than in cases involving non-ultrasonic speakers. This discrepancy
may have caused certain videos, such as those from the iPhone 13, to
fail in triggering copyright flagging. Additionally, some recordings
contain device-specific noise from the microphone components. For
example, in the Canon G7X3, this noise is more noticeable, which
likely prevented it from successfully triggering YouTube’s copyright
flagging. Furthermore, the GoPro 12’s microphone cannot record
ultrasonic audio. We suspect this is due to extra shielding around the
microphone module, designed for water resistance, which reduces
its sensitivity to ultrasonic sounds.

In addition to the volume factor, we replayed some of the recorded
audio to our ears and found that, subjectively, the music was clear
with minimal noise interference. However, the detection results
on YouTube and TikTok were poor. We suspect this may be due to
the captured inaudible music exhibiting different frequency char-
acteristics compared to regular music. This difference could cause
it to fall outside the optimization zones that these platforms apply
to regular music. Interestingly, SoundFingerprinting outperforms
the two platforms in identifying the recorded ultrasonic music. We
speculate that this is due to the relatively small size of music dataset
we created for it. In contrast, YouTube and TikTok target large-scale
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Figure 13: Copyright Detection Ratio v.s. Music Genre.

music samples, requiring a balance between precision and recall,
which likely involves additional filtering of abnormal interference
factors present in the recorded ultrasonic music.

Based on the results above, to further improve the performance
and usability of the SelfFlag Player, we have two possible approaches
in mind. First, since the inaudible speaker does not disturb people
nearby, its music volume could be further increased to improve
the detection ratio. Existing research has also proposed methods
for increasing the power efficiency and coverage of such speak-
ers [7, 36, 37], which provide valuable references. Second, when
converting a music track to ultrasonic music, the conversion can be
tailored more precisely to the detection mechanisms. For instance,
features that the detection algorithms are particularly sensitive to
can be enhanced to improve detection.

6.1.5 Music Factors. §4 explores the impact of music factors using
synthesized music tracks. In this experiment, we will revisit these
factors in actual recordings. The settings for this experiment is
similar to those in §6.1.2. The test site was located in the corri-
dor, and tests were conducted with the non-ultrasonic speakers,
Samsung S7, Sony ZV1, and DJI Action 4. Since the detection per-
formance depends on the sensitivity of microphone, according to
Table 5, the three recording devices were positioned at their maxi-
mum detection distances: 12 m, 9 m, and 15 m, respectively. The
middle section was used in the music genre test. Each music piece,
lasting 90 seconds, was played and recorded 10 times.

Fig. 13 shows that the detection ratios for the Hip-hop/Rap, Clas-
sical, and Latin genres are generally consistent with previous results
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in §4, though some genres differ slightly. Specifically, EDM, Country,
Jazz, and Folk&World are not detected by YouTube. Additionally,
the detection ratio for the Jazz genre on TikTok is also lower. These
differences may be due to the fact that different music genres ex-
hibit varying frequency distributions, and different frequencies
experience different levels of propagation attenuation. According
to the results in Fig. 13, Rap and Latin are selected to investigate the
impact of different music sections in Fig. 14. The findings are consis-
tent with previous conclusions, indicating that the middle section
generally provides better and more stable detection performance.

6.2 Effectiveness of Bystander Privacy
Protection

6.2.1 Method. In this experiment, we aim to assess whether the
proposed solution can effectively protect privacy in real-world
scenarios. In a complete video recording and sharing process, the
overall effectiveness of SelfFlag depends both on the music detec-
tion capabilities evaluated in the previous experiment and on the
effectiveness of the video editing solutions provided by SelfFlag
Cloud. We invited two participants to act as bystanders in the fol-
lowing two scenarios, and we acted as videographers to record their
activities:

e Restaurant Scenario: The videographer sat in front of a
dining table and used a tripod to hold the Samsung S7 smartphone
for video recording. Two participants, Bystander-1 and Bystander-2,
appeared in the video. Bystander-1 sat at a nearby table for a while
and played audible copyrighted music on his mobile phone, with
the speaker turned on to protect his privacy. Bystander-2 walked
across the footage and did not play any music.

e Outdoor Corridor Scenario: The videographer was holding
a Samsung phone and walking through an outdoor corridor, taking
selfies with the front camera, much like many vloggers do. Two
participants, Bystander-1 and Bystander-2, were captured in the
footage. During the recording, Bystander-1 continuously played
audible copyrighted music on his phone, with the speaker facing
forward (though not always directly towards the recorder). Un-
like the restaurant scenario, Bystander-1’s distance and relative
direction from the videographer gradually changed, causing the
recorded music volume to vary. Bystander-2, who was closer to
the videographer, did not play any music. This scene is shown in
Fig. 15(a), which was captured by another camera.
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Figure 15: Experiment Settings and Results for Bystander
Privacy Protection. (a) Video shooting scenario in an outdoor
corridor. (b) Video-sharing platform flags copyright of an uploaded
video. (c) After edited with the SelfFlag Cloud, the reuploaded video
triggers no copyright flag, and Bystander-1, who is playing the
music, is removed from the video frames.

Scenarios Overall Effectiveness
Correct Editing | No Editing | Incorrect Editing
Restaurant 100% 0% 0%
Outdoor Corridor 80% 20% 0%

Table 6: Overall Effectiveness of Bystander Privacy Protec-
tion. In these videos, the bystanders use the SelfFlag player to
output their music, and the percentages represent the proportion of
cases in which bystanders’ privacy is (not) successfully protected.

For each scenario, we recorded 10 videos and uploaded them to
YouTube for copyright detection. If the platform identified copy-
righted music, as shown in Fig. 15(b), we used the detected music
name and specific time range to initiate the SelfFlag Cloud for
privacy cleaning. After completing the processing steps, we re-
uploaded the edited video to YouTube for a second round of copy-
right detection. If SelfFlag functions correctly, the results should
appear as shown in Fig. 15(c), where the bystander signaling copy-
righted music is correctly removed from the video frames, and the
copyrighted music is also removed from the audio tracks.

6.2.2  Results. According to the output of the SelfFlag Cloud, the
results fall into three categories:

o Correct Editing: This represents cases where the bystander who
activated the SelfFlag Player is accurately identified and removed.

e No Editing: This represents cases where the bystander who
activated the SelfFlag Player is not removed.

e Incorrect Editing: This counts situations where a bystander
who does not activate the SelfFlag Player is mistakenly removed.

In the outdoor corridor case, due to the unstable volume of the
recorded music, the platform was unable to successfully identify
copyrighted music in 20% of the cases, resulting in the associated
bystander not being correctly removed. However, it is noteworthy
that there were no instances of incorrect editing, which suggests
that the face recognition and video inpainting models adopted in
SelfFlag Cloud are well-developed. This indicates that the system
can accurately identify and edit the correct subjects as long as the
SelfFlag signal is properly detected.
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6.3 User Survey

In our previous experiments, we focused on quantifiable perfor-
mance metrics. In this experiment, we use a questionnaire to ex-
plore whether bystanders are willing to play music to protect their
privacy and whether videographers are willing to process videos
with privacy concerns. This study has been approved by the ethics
review committee of our institute.

6.3.1 Participants. We randomly recruited 70 participants, aged be-
tween 20 and 60, with a nearly equal gender ratio. The participants
were recruited online and included students, working professionals,
and freelancers. Considering that younger users make up the ma-
jority of current video platform users [5, 6], 62 participants (89%)
were between the ages of 20 and 40.

Before filling out the questionnaire, each participant received
a detailed informed consent form outlining the background and
purpose of the study. They were explicitly informed of their right to
withdraw from the study at any time. Additionally, their personal
information, such as names, was anonymized. We strictly adhere
to data privacy protocols, ensuring that all responses remain con-
fidential and are used solely for academic research. On average,
each participant spent approximately 5-10 minutes completing the
questionnaire and received a $5 gift card.

6.3.2  Survey Design. We used an electronic questionnaire to un-
derstand participants’ preferences. The participants completed the
questions under our supervision. While we did not disclose the
specific details of SelfFlag design, we clearly conveyed the concept
of privacy protection through the use of music prior to answering
the questions.

The questionnaire is shown in the Appendix. It has two main
sections: questions (1-6) are for bystanders, and questions (7-10)
are for videographers. In the first part, we first confirm whether
participants care about their privacy when being filmed by others.
Next, we gather information on the methods they commonly use
to protect their privacy. We then introduce the concept of using
music as a privacy protection measure and ask if they would be
willing to use this method. Subsequently, we ask them to compare
the music-playing method with the methods they currently use. In
the second part, we first filter out participants who have previously
shared videos. We then inquire about their willingness to protect
bystanders’ privacy and their willingness to use the tools provided
by SelfFlag to facilitate the privacy-cleaning task.

6.3.3 Results. 62 participants (89%) believe that when others post
videos containing their facial information, it should be anonymized
through methods like blurring, mosaics, or removal (Q1). However,
more than half of the participants have never taken any measures to
protect their privacy. One-third have proactively asked the videog-
rapher to blur their face, while some chose to wear masks or simply
walked away to protect their privacy (Q2).

When participants who were concerned about their privacy were
informed that playing music could notify videographers to protect
privacy, 75% expressed a willingness to use this method (Q3): They
thought this method could protect their privacy without requiring
direct interaction with the videographer. Furthermore, it can also
safeguard them in situations, where they were unaware of being
recorded. (Q4) The remaining 25% reject to play music, because
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Rank | Option
1st | File a complaint on the sharing platform
2nd | Inform the videographer upon discovering being filmed
3rd | Play inaudible music with an ultrasonic speaker
4th | Wear physical labels (e.g., "Blur Me", "No Photos") on your clothing
5th | Play audible music

Table 7: Bystanders’ Choices for Privacy Protection

Rank | Option
1st | Self-discipline, blur all bystanders by default
2nd | Platform notifies of bystander privacy issues when uploading
3rd | Bystander explicitly informs of their request in person
Table 8: The Most Motivating Factors for Videographers to
Protect Bystanders’ Privacy

they concerned about: Playing music in public could potentially
disturb others. Even with ultrasonic devices that emit inaudible
music, some participants found the method too cumbersome (Q5).
Regarding the ranking of various privacy protection methods (Q6),
the results, as shown in Table 7, indicate that participants preferred
notifying the videographer upon discovering their appearance in
an online video. Compared to wearing physical tags on clothing,
participants showed a stronger preference for continuously playing
ultrasonic music.

In the feedback from Q2 and Q5, some participants mentioned
that if they realized they appeared in someone else’s recordings,
they would choose either wear a mask or leave immediately. How-
ever, when they were unaware of being recorded or unable to leave,
there were no better alternatives available. Therefore, a key advan-
tage of using SelfFlag to protect privacy is its ability to address
situations where the bystander is unaware that their privacy has
been compromised. We will discuss this in more detail in §7.

Only 19 participants (27%) had previously recorded and shared
videos on video sharing platforms (Q7). Among these, 8 partici-
pants reported that they had proactively blurred the faces of all
bystanders in their videos, while 4 said they blurred the faces of
bystanders who had notified them about privacy concerns (Q8).
Table 8 presents the ranking of video-handling methods for pro-
tecting bystanders’ privacy (Q9). Nearly half of the participants
ranked proactive privacy protection, such as blurring all bystanders’
faces, as the most likely approach. Others indicated that they would
prefer to address privacy issues after receiving alerts from shar-
ing platforms. Nonetheless, all participants agreed that they would
use additional tools to anonymously handle their videos if privacy
issues were identified (Q10).

7 Application Scenarios

As suggested by the survey results in §6.3.3, although directly no-
tifying the videographer or filing a complaint to the platform are
viable options, their feedback also reflects the necessity of using
music in certain scenarios.

For individuals with physical disabilities, such as blindness or
visual impairment, it can be difficult for them to become aware in
time that someone nearby is recording a video and notify them to
enforce their privacy preferences. As a result, they may be unin-
tentionally captured in video footage. In such cases, SelfFlag could
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provide an effective way to protect their privacy. Specifically, they
could play copyrighted music when outdoors to signal that they
want their identity to be blurred or masked in the recorded video.

Another possibility arises when someone is occupied with on-
going tasks and, as a result, may be unaware that they are being
recorded, or it may simply be inconvenient to notify the videog-
rapher. In a gym scenario, for example, some videographers may
share their daily exercise routines but inadvertently capture others
in the background. However, people in the gym are often focused on
their workouts and may not notice others or have the opportunity
to pause and notify them. Similarly, in restaurants, customers may
share their food and dining experiences on social media but unin-
tentionally capture waiters in the video. The waiter may feel that
notifying the customer about their privacy concerns is inappropri-
ate or awkward. In such circumstances, SelfFlagallows individuals
to express their privacy intentions without allowing their activi-
ties to take a break, without drawing much attention or causing
potential problems.

8 Limitation and Discussion

In this section, we will discuss the limitations of SelfFlag and outline
directions for future work.

Copyright Music Pool. The music tracks used in our experi-
ment were all licensed through third-party music platforms and are
not included in the free music libraries of YouTube or TikTok. In
real-world scenarios, if a coffee shop plays the same copyrighted
music and a videographer records it, uploading the video to the
SelfFlag Cloud Service could result in a failure in face recognition.
Therefore, our system requires that the copyrighted music used be
unique to prevent it from being played by others. To address this,
we offer a selection of free and unique music through the SelfFlag
database. When bystanders register and bind copyrighted music,
they can choose from these tracks.

Momentary Occurrence. The duration of the captured copy-
righted music directly affects whether the platform can detect it.
According to the experimental results, music needs to be played
for a sufficiently long duration to be accurately detected. For by-
standers who appear in the video for less than 10 seconds, it is
unlikely that the censorship mechanism will detect them. There-
fore, for bystanders who appear briefly in the video and still wish
to protect their privacy, it may be necessary to combine existing
methods proposed in related research.

Multiple Occurrence. In real-world scenarios, the same by-
stander may appear multiple times in a video, and not every appear-
ance lasts long enough for detection. To more effectively protect
the bystander’s privacy, the SelfFlag Cloud Service can be improved
to identify bystanders not only in video segments with copyrighted
music but also in the frames before and after the detected segments.
This ensures that the bystander’s privacy information is completely
removed.

Object Bystanders. In addition to facial information, the con-
tent to be protected can also include general objects, such as items
in an exhibition or special products. In these cases, copyrighted
music can be associated with these items. By leveraging more pow-
erful recognition algorithms in the SelfFlag Cloud Service, a more
general form of privacy protection can be enabled.

Si Liao, Hanwei He, Huangxun Chen, and Zhice Yang

Other Applications of Platform Censorship. Using copy-
righted music to trigger censorship is just one of many possibilities
we have explored. Building on censorship mechanisms, there are
numerous other potential applications, such as embedding images
or watermarks that could trigger censorship in online chats or video
conferences to prevent unauthorized sharing.

9 Conclusion

In this paper, we explore a method of repurposing the content cen-
sorship mechanisms of video-sharing platforms to enable bystander
privacy protection. Additionally, we have conducted thorough test-
ing and analysis of the censorship mechanisms employed by major
video-sharing platforms, with the hope that these insights will ben-
efit others with similar interests. Despite the varying attitudes of
different platforms toward content censorship, there are significant
performance and functional differences in their implementations.
We believe that a transparent and efficient censorship mechanism is
crucial for trustworthy information distribution and effective copy-
right protection. As such, we foresee the core concept of SelfFlag
becoming increasingly relevant as content censorship mechanisms
continue to evolve and improve in accuracy and efficiency.
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Appendix

The questionnaire aims to understand your preferences regarding
bystander privacy protection:

(1) Do you think people should anonymize (e.g., blur, pixelate,
remove) your face and/or body when they publicly share a
video that includes your information on the Internet?

e Yes

e No (GOTO 7)

(2) If you want to prevent videographers from publicly shar-
ing videos that include you, what actions have you taken?
(Multiple choices)

o Immediately inform the videographer when you discover
you are being filmed (requesting that they stop filming or
blur you)

o After encountering a video that includes you, file a com-
plaint on the sharing platform

e Wear physical labels (e.g., "Blur Me", "No Photos") on your
clothing

o Take no actions

e Other

(3) Ifplaying music on your phone could notify the videographer
to avoid sharing videos that contain your face, would you
be willing to use this method?

Si Liao, Hanwei He, Huangxun Chen, and Zhice Yang

o Yes, using the phone’s speaker to play audible music

® Yes, using an ultrasonic speaker to play inaudible music
e Yes, both audible or inaudible music are acceptable

e No (GOTO 5)

(4) What are the main reasons you would be willing to use this
method? Please specify its advantages and disadvantages.
(GOTO 6)

(5) What are the main reasons you would be unwilling to use

this method?

If the following methods could prevent videographers from

publicly sharing videos that include you, which one would

you prefer? (Rank in order)

o Immediately inform the videographer when you discover
you are being filmed (requesting that they stop filming or
blur you)

o After encountering a video that includes you, file a com-
plaint on the sharing platform

e Wear physical labels (e.g., "Blur Me", "No Photos") on your
clothing

o Continuously play audible music

e Continuously play inaudible music with an ultrasonic
speaker

(7) Have you ever shared a recorded video on sharing platforms?
e Yes
e No (GOTO 11)
(8) As a videographer, what measures have you taken to protect
the privacy of the bystanders in your videos?
o Blurred the faces of all bystanders
o Blurred the faces of those who informed me
e Took no actions
(9) As avideographer, what factors most motivate you to protect
bystanders’ privacy? (Rank in order)
e Strict self-discipline: by default, blur all bystanders’ infor-
mation, regardless of whether they have such a request
o The bystander explicitly informs you of their request in
person
e When you upload a video, the video sharing platform
informs you that your video may contain private infor-
mation about other people that they do not wish to be
filmed
(10) If you know that the video you shared includes individu-
als who do not wish to be filmed, would you be willing to
edit and reupload the video to address this issue (the edit-
ing process may require software, time, and computational
resources)?
e Yes
e No
(11) Your gender:
e Male
e Female
(12) Your age:
e 20-29
e 30-39
e 40-49
e 50 or above

(6

=
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